CLAIMS 

1. A job attribute analysis method for controlling a 
printer, the method comprising: 

accepting a job request; 
5 analyzing attributes of the requested job; and, 

controlling the job output in response to the attribute 

analysis. 

2. The method of claim 1 wherein accepting a job request 
10 includes accepting a job with an associated user identification (ID); and, 

the method further comprising: 

establishing a list of permitted attributes cross-referenced to 
user ID; and, 

wherein analyzing attributes of the requested job includes 
15 comparing the analyzed attributes to permitted attributes; and, 

wherein controlling a job output in response to the attribute 
analysis includes supplying printer output responsive to the comparison of 
analyzed attributes to permitted attributes. 

20 3. The method of claim 2 wherein analyzing attributes of 

the requested job includes forming a group of attributes including 
color/monochrome, paper size, tray, document content, media type, 
simplex/duplex, staple, and hole punch attributes, and selecting from that 
group. 
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4. The method of claim 3 wherein document content 
attributes form a group of document content attributes including 
restricted text strings, watermarks, and color images, and selecting from 
that group. 

5 

5. The method of claim 4 wherein accepting a job request 
includes accepting an electronic copy of a job request for printing; and, 

wherein analyzing a watermark attribute includes analyzing 
a digital watermark embedded in the electronic copy of the accepted job. 

10 

6. The method of claim 4 wherein accepting a job request 
includes accepting a hardcopy of a job request for copying; and, 

wherein analyzing a watermark attribute includes analyzing 
a watermark encoded in the hardcopy of the accepted job. 

15 

7. The method of claim 3 wherein establishing a list of 
permitted attributes cross-referenced to user ID includes additionally 
cross-referencing permitted attributes to quotas; and, 

wherein controlling a job output in response to the attribute 
20 analysis includes supplying printed output in response to the permitted 
attribute quota. 

8. The method of claim 3 wherein accepting a job request 
includes accepting an electronic copy of the requested job formatted in a 

25 printer description language (PDL) and wrapped in a printer job language 
(PJL); and, 
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wherein analyzing attributes of the requested job includes: 
analyzing attributes expressed in the PJL 

commands; 

analyzing attributes expressed in the PDL 

5 commands; and, 

analyzing the document content. 

9. The method of claim 3 wherein accepting a job request 

includes: 

10 accepting a hardcopy of the requested job at a 

printer scanner; 

entering a user ID at a front panel of the 

printer; and, 

entering attributes for the requested job; and, 
15 wherein analyzing attributes of the requested copy job 

includes: 

analyzing commands entered at the front panel 

of the printer; and, 

analyzing the document content. 

20 

10. The method of claim 1 wherein controlling the job 
output in response to the attribute analysis includes disallowing a job 
output in response to the attribute analysis. 

25 11. The method of claim 1 further comprising: 
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sending a notice to a user associated with the requested job, 
of the controls imposed upon the job output. 



12. The method of claim 1 further comprising: 
5 sending a notice to an administrator associated with a 

printer accepting the requested copy job, of the controls imposed upon the 
job output. 



13. A job attribute analysis system for controlling a 
10 printer, the system comprising: 

an analyzer having an interface to accept a job request and 
an interface to supply job control commands in response to analyzing 
attributes of the requested copy job; and, 

a controller having an interface to accept the job control 
15 commands, an interface to accept the job, and an interface to supply a job 
output responsive to the job control commands. 



14. The system of claim 13 further comprising: 
a memory including a list of permitted attributes cross- 
20 referenced to user identifications (IDs); 

wherein the analyzer accepts a job with an associated user 
ID, accesses the memory, compares the analyzed attributes to permitted 
attributes, and supplies job control commands responsive to the 
comparison of analyzed attributes to permitted attributes. 

25 
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15. The system of claim 14 wherein the analyzer analyzes 
a requested job group of attributes including color/monochrome, paper 
size, tray, document content, media type, simplex/duplex, staple, and hole 
punch attributes, and selecting from that group. 

5 

16. The system of claim 15 wherein the analyzer analyzes 
a document content group of attributes including restricted text strings, 
watermarks, and color images, and selecting from that group. 

10 17. The system of claim 16 wherein the analyzer accepts 

an electronic copy of a job request for printing and analyzes a digital 
watermark embedded in the electronic copy of the accepted job. 

18. The system of claim 16 further comprising: 

15 a scanner having an interface to accept a hardcopy of a job 

for copying and an interface to supply an electronic copy of the requested 
job to the analyzer; and, 

wherein the analyzer analyzes a watermark encoded in the 
hardcopy of the accepted job. 

20 

19. The system of claim 15 wherein the memory 
additionally includes permitted attributes cross-referencing to quotas; 
and, 

wherein the analyzer supplies job commands in response to 
25 the permitted attribute quota. 
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20. The system of claim 15 wherein the analyzer accepts 
an electronic copy of the requested job formatted in a printer description 
language (PDL) and wrapped in a printer job language (PJL), and 
analyzes attributes of the requested job by: 

analyzing attributes expressed in the PJL 

commands; 

analyzing attributes expressed in the PDL 

commands; and, 

analyzing the document content. 



21. The system of claim 15 further comprising: 

a scanner having an interface to accept a hardcopy of a job 

request for printing and an interface to supply an electronic copy of the job 

to the analyzer; 

15 a printer front panel having a user interface (UI) to accept a 

user ID and requested copy job attribute commands, and an interface to 
supply the entered user ID and commands to the analyzer; 

wherein the analyzer analyzes attributes of the requested job 

by: 

20 analyzing commands entered at the front panel 

of the printer; and, 

analyzing the document content. 

22. The system of claim 13 wherein the analyzer job 
25 commands include a command disallowing a job output in response to the 
attribute analysis. 
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23. The system of claim 13 further comprising: 

a printer front panel having a UI and an interface connected 
to the analyzer; and, 
5 wherein the analyzer sends a notice to a user associated with 

the requested job, of the controls imposed upon the job output, via the 
front panel. 

24. The system of claim 13 further comprising: 

10 a network server having an interface connected to the 

analyzer; and, 

wherein the analyzer sends a notice to an administrator 
associated with a printer accepting the requested job, of the controls 
imposed upon the job output, via the network server. 

15 

25. The system of claim 13 further comprising: 

a client device having a UI and a print driver with an 
interface for sending jobs to the printer analyzer; and, 

wherein the analyzer sends a notice to a user associated with 
20 the requested job, of the controls imposed upon the job output, via the 
client device UI. 
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